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Abstract: Today, computers are increasingly being used for storing and retrieving information. 
Some of this information is of a sensitive nature requiring adequate security measures to safeguard 
the sensitive information. It has also brought unparalleled and potential challenges with them. 
Moreover, attackers keep changing their attack strategies rapidly to hide their actually identy. In 
addition, cyber space is considered as fifth battle-field after land, air, water and space. Therefore, 
strengthening the security has become a vital homeland security mission. Security Challenges is the 
protection of information systems, hardware, software, and information as well from theft, 
damages, interruption or misdirection to any of these resources. Therefore, to protect against 
various attacks, security specialists need to keep concocting new schemes to control any new 
attacks. While protecting against naïve attacks, some type of advanced techniques should be 
included in the lineup of security tools or software. Hence, in this talk, I will introduce the principles 
of cyber security aspects and awareness about the various tools and techniques for securing the 
information from variety of attacks. Moreover, I will also discuss various security solutions 
developed for defending against these attacks.  
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