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Abstract: As a part of security services, authentication services are crucial for the vehicular ad
hoc networks (VANETs), which are more and more widely used for many practical applications
such as traffic information systems. In this talk, we will identify the security requirements and
possible attacks on authentication, vehicle privacy, and non-repudiation for VANETs. Then we
will present a novel Authentication framework with Conditional Privacy-preservation and Nonrepudiation (ACPN) for VANETs by using the Identity-Based digital Signature (IBS) scheme. We
will also show security analysis and the efficiency of the proposed schemes through careful
system evaluation.
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